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A.  INTRODUCTION

The Agency's professional ethics require that client information be solicited, protected and disclosed based "upon a need to know," with the client's consent as required by law.    This includes compliance with HIPAA, the Health Insurance Portability Act of 1996, as amended and defined herein.  The Agency's standard of practice requires that AJFCS/LJRFS staff and clients are properly informed regarding the purpose of HIPAA and its requirements and that the HIPAA law be carried out by AJFCS/LJRFS to protect the client's confidentiality.

B. PRIVACY OFFICIAL AND STAFF RESPONSIBILITIES
The Clinical Director is the designated Privacy Officer.  A confidentiality statement must be read and signed by every staff person documenting that the confidentiality policy has been received and will be followed. This affidavit states that the staff agrees not to disclose information to any other person or agency unless specifically authorized by the client or the client’s legal representative.  Clients must also sign consent forms and release of information forms. 

C. TRAINING AND EDUCATION

Having a HIPAA training program in place is one of the best HIPAA violation avoidance measures to ensure that employees understand policies and procedures and follow compliant practices in carrying out their job functions. Training is also a means to remove non-compliant practices and can militate against and reduce HIPAA penalties if assessed.

All AJFCS/LJRFS staff/volunteers/board members must receive HIPAA and other confidentiality training orienting them to appropriate practices to ensure the privacy and protection of client information.  HIPAA training is required at the time of hire and must be continuous and ongoing.

  This ten point training includes:

1. 
The reasons for ensuring confidentiality of information.

2. 
Why consent is essential before release/disclosure of information.

3. 
The requirements of informed consent and the necessary elements for   

        written release.

4.
The specific information a covered entity needs.

5. 
The reasons why a covered entity needs the information.

6. 
The type of information to be shared with other agencies.

7.
The purpose of information sharing among agencies.

8. 
The role of interagency agreements, court orders, and other mechanisms that facilitate interagency information sharing that does not require the consent of
clients.

9.
The "dos" and don’ts of the HIPAA policies and procedures so as to be in
compliance with the law.

10. 
Other training as required i.e. viewing HIPAA videos, presentations and 
training that includes learning about HIPAA confidentiality safeguards.

D. REPORTING OF SUSPECTED VIOLATIONS OF PRIVACY POLICIES & PROCEDURES

Alpert Jewish Family & Children’s Service will notify the Secretary of the U.S. Department of Health & Human Services if it discovers a breach of unsecured protected health information.  All notifications must be submitted to the Secretary using the Web portal on HHS.gov.

Breach notification obligations differ based on whether the breach affects 500 or more individuals or fewer than 500 individuals. If the number of individuals affected by a breach is uncertain at the time of submission, the agency should provide an estimate, and, if it discovers additional information, submit updates.  Specific instruction for submitting a notice of a breach to the secretary can be found on the HHS.gov website.  

Following the discovery of a potential breach, the Privacy Officer shall facilitate an investigation and conduct a risk of harm assessment. If a breach is substantiated and notification is required, the Privacy Officer shall direct and oversee the process to notify each individual whose PHI has been, or is reasonably believed to have been, accessed, acquired, used, or disclosed as a result of the breach. 
The Privacy Officer shall also direct and oversee the process of determining what

additional external notifications are required or should be made (for example., Secretary

of Department of Health & Human Services, media outlets, law enforcement officials,

etc.). Upon determination that notification is required, the notice must be made without

unreasonable delay and in no case later than 60 calendar days after the discovery of the breach. A breach shall be treated as “discovered” as of the first day on which such a breach is known to the agency.

The Privacy Officer shall demonstrate that all notifications were made as required, including evidence demonstrating the necessity of delay by retaining the supporting documentation. All documentation related to the investigation, risk of harm assessment, and notification shall be retained by the Privacy Officer for six (6) years.

Sanctions and Penalties
Failure to comply with HIPAA can result in civil and criminal penalties.

Civil Penalties 
The “American Recovery and Reinvestment Act of 2009”(ARRA) that was signed into law on February 17, 2009, established a tiered civil penalty structure for HIPAA violations.  The Secretary of the Department of Health and Human Services (HHS) still has discretion in determining the amount of the penalty based on the nature and extent of the violation and the nature and extent of the harm resulting from the violation.  The Secretary is still prohibited from imposing civil penalties (except in cases of willful neglect) if the violation is corrected within 30 days (this time period may be extended).

	HIPAA Violation
	Minimum Penalty
	Maximum Penalty

	Individual did not know (and by exercising reasonable diligence would not have known) that he/she violated HIPAA
	$100 per violation, with an annual maximum of $25,000 for repeat violations (Note: maximum that can be imposed by State Attorneys General regardless of the type of violation)
	$50,000 per violation, with an annual maximum of $1.5 million

	HIPAA violation due to reasonable cause and not due to willful neglect
	$1,000 per violation, with an annual maximum of $100,000 for repeat violations
	$50,000 per violation, with an annual maximum of $1.5 million

	HIPAA violation due to willful neglect but violation is corrected within the required time period
	$10,000 per violation, with an annual maximum of $250,000 for repeat violations
	$50,000 per violation, with an annual maximum of $1.5 million

	HIPAA violation is due to willful neglect and is not corrected
	$50,000 per violation, with an annual maximum of $1.5 million
	$50,000 per violation, with an annual maximum of $1.5 million


Criminal Penalties
In June 2005, the U.S. Department of Justice (DOJ) clarified who can be held criminally liable under HIPAA. Covered entities and specified individuals, as explained below, whom "knowingly" obtain or disclose individually identifiable health information in violation of the Administrative Simplification Regulations face a fine of up to $50,000, as well as imprisonment up to one year. Offenses committed under false pretenses allow penalties to be increased to a $100,000 fine, with up to five years in prison. Finally, offenses committed with the intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain or malicious harm permit fines of $250,000, and imprisonment for up to ten years.

E.  BUSINESS ASSOCIATES:

By law, the HIPAA Privacy Rule applies only to covered entities, including health care/social service providers.  However, most health care providers do not carry out all of their health care activities and functions by themselves.  Instead, they often use the services of a variety of other persons or businesses.  The Privacy Rules allows covered providers to disclose PHI to these "business associates" if the providers obtain satisfactory assurances by written agreement, that the business associate will use the information only for the purposes for which it was engaged by the covered entity, will safeguard the information from misuse, and will help the covered entity comply with some of the covered entity's duties under the Privacy Rule. Covered entities may disclose PHI to an entity in its role as a business associate only to help the covered entity carry out its health care functions - not for the business associate's independent use or purposes, except as needed for the proper management and administration of the business associate. Business associates/companies who contract with  covered  entities  to  provide  services  involving  PHI,  and  who  sign  business associate agreements, assume some HIPAA responsibilities of the covered entity, and are subject to additional penalties for HIPAA violations.

How the Rule Works
General Provision.  The Privacy Rule requires that a covered entity obtain satisfactory assurances from its business associate that the business associate will appropriately safeguard  the  PHI  it  receives  or  creates  on  behalf  of  the  covered  entity.    The satisfactory assurances must be in writing, whether in the form of a contract or other agreement between the covered entity and the business associate.

 A "business associate" is a person or entity that performs certain functions or activities that involve the use or disclosure of PHI on behalf of, or provides services to, a covered entity.

Note:

· A member of the covered entity's workforce is not a business associate.

· A covered entity, such as AJFCS/LJRFS can be a business associate of another covered entity.

The Privacy Rule lists some of the functions or activities, as well as the particular services that make a person or entity a business associate, if the activity or service involves the use or disclosure of PHI.

Business   associate functions and activities include:  claims processing or administration; data analysis, processing or administration; utilization review; quality assurance; billing; benefit management; practice management; and re­ pricing.

· Business associate services are:   legal; actuarial; accounting; consulting; data aggregation;
management;   administrative; certification;   accreditation;   and financial.

Examples of Business Associates
· A  Third Party Administrator (TPA) that assists a health agency with claims processing.

· A CPA firm whose accounting services to a health agency involves access to PHI.

· An attorney whose legal services to a health agency involve access to PHI.

· A consultant that performs utilization reviews for an agency.

Business Associate Agreements (BAA).  A covered entity's contract or other written arrangement with its business associate must contain certain elements.

· Describe the permitted and required uses of PHI by the business associate
· Provide that the business associate will not use or further disclose the PHI other than as permitted or required by the contract or as required by law
· Require the business associate to use appropriate safeguards to prevent a use or disclosure of the PHI other than as provided for by the contract.

Where a covered entity knows of a material breach or violation by the business associate  of  the  contract  or  agreement,  the  covered  entity  is  required  to  take reasonable steps to cure the breach or end the violation, and if such steps are unsuccessful, to terminate the contract or arrangement. If termination of the contract or agreement is not feasible, a covered entity is required to report the problem to the Department of Health and Human Services (HHS), Office for Civil Rights (OCR).

Exceptions to the Business Associate Standard. The Privacy Rule includes the following exceptions to the business associate standard. In these situations, a covered entity is not required to have a business associate agreement or other written contract in place before PHI
may be disclosed to the person or entity.

Situations in which a Business Associate Agreement if NOT required:
· Disclosures by a covered entity to a health care provider for treatment of, or service provision to the individual client.

· An agency is not required to have a business associate agreement (BAA) with the agency to which it refers a client and transmits the client's chart for services provision purposes.

· With persons or organizations (e.g., janitorial service or electrician) whose functions or services do not involve the use or disclosure of PHI, and where any access to PHI by such persons would be incidental, if at all.

· With a person or organization that acts merely as a conduit for PHI, for example, the US Postal Service, certain private couriers, and their electronic equivalents.

· When   a   financial   institution processes consumer-conducted financial transactions by debit, credit, or other payment card, clears checks, initiates or processes electronic funds transfers, or conducts any other activity that directly facilitates or affects the transfer of funds for payment for agency business.

Note:   This presumes when it conducts these activities, the financial institution is providing its normal banking or other financial transaction services to its customers, and is not performing a function or activity for or on behalf of the covered entity.

Security Rules apply directly to Business Associates:
Business associates must comply directly with many of HIPAA's Security Rules. This requires every business associate to take several actions, including appointing a security official, developing written policies and procedures, and training its workforce on how to protect PHI or e-PHI.  These provisions go well beyond compliance with the written business associate agreement.

Business  associates must  follow the  same HIPAA Security Rules  as  applicable to covered entities relating to physical safeguards (such as locking computers that contain PHI), technical safeguards (such as encrypting emails} and the requirements to adopt written policies and procedures.  Failing to do so will subject a business associate to civil monetary penalties and criminal penalties for each security breach notification.

Business Associates Security Breach Rules

Under current law, the breach of the privacy or security of PHI often does not require significant action by a covered entity.   Small lapses in confidentiality practices can trigger HIPAA violations. So likewise, a business associate that has a specified security breach will be required to notify each individual affected by the security breach.  This can involve written notification by mail or, if specified by preference by the individual, email.  If the covered entity or business associate lacks current contact information, it may be required to post notice of the breach on its website or in newspapers or other broadcast media (i.e., television).  For certain large breaches (involving more than 500 residents in a particular area) a "prominent media outlet" must be notified of the breach. The U.S. Department of Health and Human Services ("HHS") also must be contacted, and HHS is to establish a website listing these breaches.  There is an exception for certain unintentional breaches.

Business Associate HIPAA Forms

For business associates without any current HIPAA forms, the business associate must create the forms for the first time as with covered entities.  The form must specify the type of information that must be collected and provided to individuals, HHS and media outlets.  This information includes a brief description of what happened, including the date of the breach, the date of the discovery of the breach along with the steps individuals should take to protect themselves from potential harm resulting from the breach.  A covered entity also must disclose what it is doing to investigate the breach, to mitigate losses and to protect against any further breaches. In order to gather all this data, a covered entity must modify its policies and procedures and related forms to ensure it has a process in place to gather the data, then communicate it in a manner required by the new law.

Certain Privacy Rules Apply Directly to Business Associates

Business associates must comply directly with certain HIPAA Privacy Rules, primarily the requirement to have and follow a business associate agreement.  Every entity must determine whether it is a business associate with respect to a covered entity. If so, the business associate may be required to enter into a business associate agreement with the covered entity.  Previously, it was a covered entity's responsibility to identify all its business associates (a business associate did not need to identify whether it actually was a business associate).

Restriction Request Rules
Currently, HIPAA allows an individual to request that certain PHI not be used by a

covered entity or business associate. This is known as a restriction request.  The law does not allow the covered entity to decline some, but not all, such requests. A covered entity must comply with the restriction request in certain circumstances (if the disclosure is to a health plan for purposes of carrying out payment or health care operations (not treatment) and the PHI pertains solely to a health care service for which the health care provider has been paid in full).

F. DOCUMENTATION AND RECORD KEEPING
Confidential Record Keeping
Retention, Custody and Management

HIPAA privacy laws and Florida statutory requirements govern information privacy and record retention, storage and disposal.   The Florida Statutes, Public Records Act defines public records and establishes the legal basis for the custody and disposal of public records and definitions.

AJFCS/LJRFS  as  the  covered  entity  and  service  coordinator  maintains  and  retains  a confidential case record on each client. The client case record contains the required agency forms including case notes documenting services provided.  These records are considered PHI.

The Privacy Officer is considered the custodian of confidential records. It is his/her responsibility to supervise the management of confidential information in order to insure safekeeping, accuracy and compliance with policy and procedures.

Definitions

1.       Record:   Information or data in written or e-format documenting a health care encounter or transaction, i.e., protected health information (PHI or e-PHI).    Primary client records refer to health/social service records. Note: Verbal discussions about records also fall within this definition.

2.       Archiving/Storage:  The act of physically moving inactive or other records to a storage location until the record retention requirements are met or until the records are needed again.

3.       Destruction of Records:  The routine systematic disposal of primary records to permanently remove them from active use.   Destruction methods should ensure that confidentiality of the information is maintained, and that there is no possibility of reconstructing the information contained in the records.


4.       Disposal of Records:  The day-to-day discarding of duplicate or extra reports
"shadow  records" that are not pertinent to or required for the primary record.

5.       Inactive Records:  Records of clients who have not received services for a designated period of time. Departments determine the criteria for inactive status in their areas, based on need for the records and available storage space.
6.       Scheduling Records:  Identifying types of records and then determining how long a particular type must be retained.

When records have met established retention requirements, the records will be scanned.

Retention of Records containing PHI

A "schedule" describing the records and the official retention period is required by the state of Florida for each type of record created or maintained by public institutions, including NFP organizations.

Records retention policies are based on official schedules as well as on standards of professional practice and risk management guidelines.  The subsequent discharge or even death of a client has no bearing on retention standard. Records must be retained for the full period of time required by state laws and/or agency policy, normally seven (7) years.

a.       All primary client (health social service) records must be retained for at least seven (7) years from the date of the client's last episode of care coordination/service, irrespective of the client's age or majority status at that time.
b.       Other records containing or related to PHI, including financial and administrative records, must be retained for the length of time prescribed in the General Records Schedule or by relevant state and federal laws.  This includes credit card information, donor records, etc.
c.       Records containing HIPAA-required materials must be retained for at least six (6) years after the materials were last in effect.   (Authorizations, Consents, Waivers of Authorization, Business Associate Agreements, etc.).
Electronic Health Records
"Electronic health record", is an electronic record of health-related information on an individual that is "created, gathered, managed, and consulted by authorized health care entity and staff."  This term applies to such health records when they are held by an authorized health care entity or their staff, and when transferred to a health plan, employer or business associate.

There are more disclosure accounting requirements relating to electronic health records than other records.     If the disclosure of an electronic health record is for treatment, payment or healthcare operations (TPO), the covered entity (and a business associate) must maintain an accounting of such a disclosure.

The Public Records Act prohibits the sale of electronic health records or PHI.    A covered entity or business associate cannot directly or indirectly receive remuneration in exchange for any PHI unless it first obtains a valid authorization from the individual whose PHI is being disclosed.

The Public Records Act also gives clients/authorized individuals’ access to electronic health records or PHI.  Therefore, if a covered entity uses or maintains an electronic health record with respect to PHI, an individual shall have the right to obtain from the covered entity a copy of such information in "electronic format" (Format selected by the covered entity).

Other Vendors Doing Business regarding PHI:
HIPAA rules go beyond regulating business associates and covered entities. The rules also cover any "vendor" of "PHI records." The rules impose security standards on such vendors and require the Federal Trade Commission (not HHS) to help enforce these rules.  The rules apply to certain vendors (such as Microsoft and Google) that have begun collecting health records even though the vendor is not a covered entity or business associate.

In those instances, such organizations that transmit PHI on behalf of a covered entity or business associate must have a business associate contract (or similar contract) in place with the covered entity (or business associate).

Protocol
The retention, custody and management of confidential information shall be conducted by the Agency in accordance with the following protocol:


a.       All hard copy and electronic information, both active and closed, must be kept in areas with reliable locking system (such as a locked file cabinet or drawer) or within a room that has a reliable locking system.   The door to the room should be locked at all times when not in use. The rooms should be secure in such a way that the walls, floors, ceilings and windows do not allow unauthorized access.   All electronic information will be secured by a user name and password that only authorized staff have access to, as designated by AJFCS/LJRFS.

b.       Confidential information shall be protected from unauthorized individuals. Both hard copy and electronic information shall be maintained and stored in areas that limit access.  
c.       Information with employee identifiers, client identifiers or other confidential content must never be left unattended or unsecured. This includes working notes, post­ it notes, information written on calendars, etc.

d.       Employees may keep working notes in a notebook for recording purposes and/or for supervision.  Once the working notes are summarized and are transferred to the appropriate permanent file, the working notes must immediately be shredded and/or deleted.

e.       Authorized individuals responsible for the transcription of confidential client and/or employee information will be permitted to view hard copy, electronic information and dictation as necessary to perform their job function.  Tapes must be erased after the information has been transcribed, reviewed and placed in the permanent file.

f.        Unauthorized persons shall be escorted and not left unattended in areas where confidential or sensitive information is maintained.
g.       Files and computer monitors shall be placed to prevent unauthorized viewing.

h.     Consultations regarding employees, clients or other confidential information must be held in areas that allow for confidentiality. Discussion about clients and employees must be limited to information necessary to provide care or perform job functions.

i.        All telephone calls in which confidential information is discussed must be made from an area that ensures that confidentiality is maintained, i.e., the door closed.
j.        Cell phones are not secured methods of communication.   Therefore, conversations should not include client sensitive information that would breach confidentiality.
k.        Emails are not secured methods of communication. All agency email must be done on the agency email system. Agency email communication should never be done on the employee’s personal email.  
I.
Facsimiles  can  be  used  to  transmit  client  identifying  information,  to  a specific person, with the written consent of the client.
m.       Files  or  electronic   information  will  not  be  removed  from   the  office premises without prior approval of the AJFCS/LJRFS supervisor who shall grant such permission   only  when   doing   so  would   not  violate  confidentiality.      If a special circumstance necessitates the removal of an agency file from the office, a log shall be kept of the file(s).  The log will record the client's name, client #, date file was removed, who removed the file, supervisors initials and the date the file is returned.   This log shall be maintained by appropriate supervisor and shall be maintained in a locked file cabinet.
n.        Closed hard copy records shall be kept by the agency for a minimum of seven (7) years after case closure date.    Thereafter, records will be destroyed by scanning then shredding.  
o.        The   permanent   record   of clients served   will   be   maintained   on   a confidential file card or database.
p.        Information Systems - All automated computers, laptops or e-devices should have established security systems that allow only authorized personnel to have access.   Access to computers  should be limited  to authorized  users  and computers should   also  be  protected  from  possible  unauthorized  access.     User names and passwords should be used to assist in securing data.   The secure password for the database should only be accessed by authorized personnel, as designated.   
q.        Referrals  - When  referring  a  client  to  another  program  or  agency  for services,  the  referring  agency  should  inform  the  client  of  the  referral  and  alert  the receiving program if confidential information accompanies the referral.
Note: 
If client records need to be transferred as a result of a referral, confidential transport should occur so that there is no "break in the chain of custody".
 Archiving
1.       Archiving Information:

a.       Archive PHI in paper records and electronic form, which are not being used for active provision of services.   This information may be archived until the retention requirements have been met.
b.       Archive only primary client, financial, and administrative records, not duplicate "shadow" records.

Note:  The contents of true "Shadow" records should be destroyed after it has been determined that they contain only duplicates of records maintained elsewhere, and do not contain any original materials.

2. 
Archiving Inactive Records: Preparing records for storage

Archiving Original/Primary Records Containing PHI:

a. Remove records from active files by year and place them in approved storage boxes in alphabetical or numerical order (the order in which they were originally filed).
b. Label the container with a clear description of the contents, the date-range, and the name of the department/office, or clinic from which the materials came.
c. Place records in storage - on-site or in an off-site storage facility per storage guidelines.

Shadow  Records
a. Do not archive duplicate "shadow" records.  
b. Review the contents of "shadow" or duplicate records and remove any original materials. Send original documents to be filed in the client's primary record.

c. Follow the protocols for record disposal to permanently destroy the duplicate parts of records


Storage
a. Storage areas  must  be physically secure and  environmentally controlled, to protect the records from unauthorized access and damage or loss from temperature fluctuations, fire, water damage, pests, and other hazards. All records containing PHI must be stored in approved storage facilities.

b. Storage of Inactive or Back-Up Records Containing PHI must be properly stored. Approved storage areas include: On-Site: An area inside an agency office within the facility that meets the criteria listed. Off-Site: Approved storage facility.

 Disposal/Destruction
1.       General Information/Records- Types

Primary client information/records containing PHI (i.e., original chart/files, worksheets, notes)
Non-Primary Records Containing PHI (i.e., duplicate, extra, or obsolete

Individual reports or data that is not pertinent to the client's care).

a. Destruction:   Paper records and records stored on electronic media must be either immediately shredded, pulverized, or electronically purged, or placed in locked or otherwise secure storage for controlled shredding/destruction and recycling later.


Note:  Primary records containing PHI shall only be destroyed by a bonded and insured professional document destruction company.   Having an employee representative witness the destruction is encouraged, but not required.

b. Destruction of Administrative or Financial Records (containing PHI)       Administrative and financial records shall only be destroyed after audit is completed and all records are scanned.

Appropriate Record Destruction Methods
	Medium
	Recommendation

	Paper Records
	Shred (preferably cross-cut), pulp, burn, or
pulverize.

	Audiotapes & Videotapes
	Recycle by recording over by the original user, or pulverize the tape and cassette.

	Computerized Data/Hard Disk Drives/Magnetic Media/Memory Sticks, Keys and other memory devices
	Professionally purge (degauss) by a certified, licensed, and bonded vendor and pulverize.

	Computer diskettes
	Reformat and over-write all data,

pulverize, or magnetically deQauss.

	Laser Disks/Compact Disks
	Shred or pulverize in appropriate equipment, OR break, using layers of newspaper and a hammer, OR thoroughly scratch both sides with knife or key.

	Microfilm/Microfiche
	Shred or pulverize only.

	PHI 
Labels 
or
Devices,
Containers, Equipment, etc.
	Obliterate all PHIS on the label, remove and destroy the label, or incinerate the devices, container, etc., if removal or obliteration of the label is impossible.


G. USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION FOR: TREATMENT, PAYMENT, OPERATIONS, MARKETING
General Requirements, Conditions and Exceptions
HIPAA does allow covered entities and its employees, contractors or associates to use or disclose PHI as long as there is client consent, and as long as the PHI relates to "TPO".
Treatment- obtaining health care for clients, or
Payment- for obtaining health care benefits, or
Operations-for normal business  practice; and activities relating to obtaining  health care, i.e., auditing, reporting, data collection, quality assurance/improvement,  training, client service, eligibility checks, or complaints, etc.
Before such client information can be disclosed, the following must also be obtained:
1.  The  name  of  the agency  or  person  making  the  request  or disclosure.
2.  The name of the person who is the subject of the release.
3.  The name of the person, program, or agency to which the information will be disclosed.
4.  The name of the client.
5.  The purpose or need for the disclosure.
6.  What kind of information will be disclosed.
7.  A statement that the subject of the information has the right to revoke the release at any time.
8.  The date, event or condition upon which consent expires if not revoked.
9.  A notice stating that the subject of the information has a right to receive a copy of the release.
10. The signature of the person who is the subject of the information or their legal representative if subject is a minor or legal incompetent.
11. The date on which the consent is signed. 
The contents of the client's files are the property of AJFCS/LJRFS with the exception of any information received from a collateral source.   Collateral information is defined as information created by another source, which is deemed third party information and not the legal property of AJFCS/LJRFS.

Note:   The State of Florida states that the guardian of an incapacitated or minor ward/client may exercise those rights that have been removed from the ward/client and delegated to the guardian.
Other Conditions Permitting Disclosure of Confidential Information
Such disclosure is allowed for the following:

· Aggregate data used for research and evaluation purposes.

· Quality Assurance reviews to ensure quality service.

· Case consultations to ensure quality service.

· Internal communications necessary to track data.

· Information necessary for billing purposes.

Note:  Certain entities, such as funders, that are required to monitor, evaluate and/or

Audit AJFCS/LJRFS, will be granted access to client records if each entity staff member, prior to review of records, signs a confidentiality form stating that that they agree to abide by such policies.

Harm to self or others:
Disclosure of confidential information is permitted when the worker determines that his/her client presents a serious risk and danger of harming themselves or bringing harm to another individual.  The staff person is obligated to use reasonable care to protect the client and or intended victim.

If a client is verbalizing harm to themselves, the worker must contact a supervisor immediately to determine the best course of action.  The supervisor, worker and client (when possible) will determine the appropriate safety plan.  The safety plan may result in a referral and linkage being made to the nearest mental health facility and/or local law enforcement who will be responsible to determine if a Baker Act is the appropriate course of action.

Based on the Tarasoff case, "duty to warn," if direct service staff determines that a client presents a serious danger of violence to themselves or, to another, they incur the obligation to use reasonable care to protect the intended victim. The situation must be discussed with a supervisor immediately. The safety plan may require that the intended victim and law enforcement be contacted.

Referrals

Referrals are based on the client's individual needs as identified in his/her assessment or verbally during ongoing care coordination services.  Referrals made to other community agencies shall only be made with the expressed written consent of the client.  Information disclosed to a referral source will be determined by the information necessary to provide services requested. (Disclosed information will be given on a need to know basis.) In any event, referral access to, and use or disclosure of, any and all information relating to AJFCS/LJRFS clients must comply fully with the requirements of HIPAA.

Other Exceptions to the No Disclosure Rule:
· Medical emergency of client.

·   Judge's court order or a subpoena.

· Crime on premises or against program personnel.

Quality Service Agreements With Other Entities:
Covered entities may enter into agreements to share information about clients with other entities, agencies, and organizations to better achieve service delivery.  These written agreements should include the following:

· What information will be shared.

· How the information will be shared.

· Who will have access to the information.

· The purpose for information sharing.

· Assurances by the participating entity that they will not disclose the information

           Further except as dictated by the agreement.

 Incidental Uses and Disclosures
Background

Due to the nature of health care/social service communications and practices, as well as the various environments in which they are provided by covered entities, the potential exists for a client’s information to be used or disclosed incidentally.   For example, an office visitor may overhear a client's confidential conversation with a staff member or may glimpse a client's information on a sign-in sheet, or the fax machine.

The HIPAA Privacy Rule is not intended to impede these customary and essential communications and practices and, thus, does not require that all risk of incidental use or disclosure be eliminated to satisfy its standards.  Rather, the Privacy Rule permits "certain" incidental uses and disclosures of PHI to occur when the covered entity has in place reasonable safeguards and minimum necessary policies and procedures to protect a client's privacy.

How the Rule Works
General Provision: The Privacy Rule permits those incidental uses and disclosures that occur as a by-product of another permissible or required use or disclosure, as long as the covered entity has applied reasonable safeguards and implemented the minimum necessary standard, where applicable.  An incidental use or disclosure is one that cannot reasonably be prevented, is limited in nature, and occurs as a result of another permitted use or disclosure.   However, an incidental use or disclosure is not permitted if it is a by-product of an unpermitted use or disclosure which violates the Privacy Rule.

Reasonable Safeguards. AJFCS/LJRFS has in place appropriate administrative, technical, and physical safeguards that protect against uses and disclosures not permitted by the Privacy Rule, as well as that limit incidental uses or disclosures.  It is not expected that a covered entity's safeguards guarantee the privacy from any and all potential risks. Reasonable safeguards will vary depending on factors, such as the size of the covered entity and the nature of its business. In implementing reasonable safeguards, AJFCS/LJRFS analyzes their work environment, its premises and the nature of the PHI in its possession to assess the potential risks to client's privacy and service delivery. Other issues, such as the financial and administrative burden of implementing particular safeguards, are  also be considered.

Reasonable safeguards include:
· Speaking quietly when discussing a client's information when other non­authorized individuals are nearby.
· Avoiding use of client's names and discussing information in public hallways, restrooms and elevators, and posting signs to remind employees to protect client confidentiality.

· Locking file cabinets or keeping records in locked rooms.

· Using computer screensavers when away for short periods, or by logging off for after hours or extended absences.

· Providing additional security, such as passwords, on computers maintaining personal information.

An incidental use or disclosure that occurs as a result of a failure to apply reasonable safeguards or the minimum necessary standard, where required, is not permitted under the Privacy Rule.

Minimum Necessary
Background

AJFCS/LJRFS, also implements minimum necessary standards and guidelines that limit how much PHI is used, disclosed, and requested for certain purposes. These minimum necessary parameters are first of all determined by client consent.

Beyond consent, AJFCS/LJRFS reasonably limits who within the agency has access to PHI, and under what conditions, based on job responsibilities and the nature of the business. The minimum necessary standard does not apply to oral disclosures, among health care/social service   providers for purposes of providing client services in the workplace.  For example, a Social Worker is not required to apply the minimum necessary standard when discussing a client's chart information with an authorized colleague or an authorized employee at another agency.

Examples:

The minimum necessary standard requires that a covered entity limit who within the agency has access to PHI, based on a need to know basis, i.e., who needs access to perform their job duties.  If an AJFCS/LJRFS employee is allowed to have routine and open access to client records, where such access is not necessary for the employee to do his job, the agency would not be applying the minimum necessary standard.     Therefore, any incidental use or disclosure that   resulted from this unpermitted practice, such as another worker or visitor overhearing the employee's conversation about a client's condition, would be an unlawful use or disclosure under the Privacy Rule.

Personal Representatives
Background

The HIPAA Privacy Rule states that when individuals are legally or otherwise incapable of exercising their HIPAA rights, they may choose, or the court may formally designate, another to act on their behalf with respect to these rights.  This designated individual making client health care related decisions is the client's "personal representative." Alternatively, the term "guardian" is often used, for a parent of a minor child, or a legal guardian appointed for a mentally incompetent adult.

Note:  Situations exist, however, in which persons are involved in the client's health care, but are not expressly authorized to act on the client's behalf for other personal matters.

How the Rule Works
General Provisions:  The Privacy Rule requires covered entities to treat a client's personal  representative as the  client  with  respect  to uses and disclosures of the client's PHI, as well as in respecting the client's rights under the Rule.
The personal representative stands in the shoes of the client and has the ability to act for the client and exercise his/her rights.  For instance, AJFCS/LJRFS must provide the client's personal representative with disclosure notices and explanations as well as provide the personal representative access to the client's PHI to the extent such information is relevant to such representation.  In addition to exercising the client's rights under the Rule, a personal representative may also authorize disclosures of the client's PHI if permitted by law.

Who Must Be Recognized as the Client's Personal Representative.
If the client is:




The Personal Representative is:

An Adult or
A person with legal authority to make health
An Emancipated Minor 
care decisions on behalf of the client
Examples:
- Health care power of attorney

-Court appointed legal guardian
- General power of attorney

An Unemancipated Minor           
A parent, guardian, or other person with legal authority to make health care decisions on behalf of the minor child
Exceptions: for certain situations

Parents and Unemancipated  Minors.
In most cases under the Privacy Rule, the parent is the personal representative of the minor child and can exercise the minor's rights with respect to PHI, because the parent usually has the authority to make health care decisions about his or her minor child. Regardless of whether a parent is the personal representative, the Privacy Rule permits a covered entity to disclose, or provide the parent with access to, a minor child's PHI when and to the extent it is expressly permitted or required by law. Likewise, the Privacy Rule prohibits a covered entity from disclosing a minor child's PHI when and to the extent it is expressly prohibited by law.

Exceptions
The Privacy Rule specifies exceptions which give minors the ability to obtain specified health care without parental consent under State or other laws.  In these situations, the parent does not control the minor's health care decisions, and thus under the Rule, does not control the PHI related to that care. The three exceptional circumstances when a parent is not the minor's personal representative are:

· When State or other law does not require the consent  of a parent or other person before a minor can obtain a particular health care service, and the minor consents to the health care service;

Example:  A State law provides an adolescent the right to obtain mental health treatment without the consent of his or her parent, and the adolescent consents to such treatment without the parent's consent.

· When a court determines or other law authorizes someone other than the parent to make treatment decisions for a minor;
Example:  A court may grant authority to make health care decisions for the minor to an adult other than the parent, to the minor, or the court may make the decision(s) itself.
· When a parent agrees to a confidential relationship between the minor and the physician.

Example:  A physician asks the parent of a 16-year-old if the physician can talk with the child confidentially about a medical condition and the parent agrees.

Disclosures For Public Health Activities
Background

The HIPAA Privacy Rule recognizes the legitimate need for public health authorities and others responsible for ensuring public health and safety to have access to PHI to carry out their public health mission.   The Rule also recognizes that public health reports made by covered entities are an important means of identifying threats to the health and safety of the public at large, as well as clients.  Accordingly, the Rule permits covered entities to disclose PHI without authorization for specified public health purposes.

How the Rule Works
General Public Health Activities.  The Privacy Rule permits covered entities to disclose PHI, without authorization to public health authorities who are legally authorized to receive such reports for the purpose of preventing or controlling disease, injury, or disability. This would include, for example, the reporting of a disease or injury; vital statistics, such as births or deaths; and conducting public health surveillance, investigations, or interventions.  A covered entity may also use or disclose for research purposes such health information which has been de-identified and with client authorization, subject to limited exceptions. A "public health authority" is an agency or governmental authority that is responsible for public health matters as part of its official mandate, as well as a person or entity acting under a grant of authority from, or under a contract with, a public health agency. 
Restrictions on NPF/Government Access
Under the HIPAA Privacy Rule, non-for-profit/government-operated health care providers must meet substantially the same requirements as private ones for protecting the privacy of individual identifiable health information (PHI). In addition, all Federal agencies must also meet the requirements of the Privacy Act of 1974, which restricts what information about individual citizens- including any personal health information - can be shared with other agencies and with the public.

Marketing
Background

The HIPAA Privacy Rule gives clients important controls over whether and how their PHI is used and disclosed for marketing purposes.  With limited exceptions, the Rule requires a client's written authorization before a use or disclosure of their PHI can be made for marketing.   The Rule distinguishes marketing communications from those communications about services that are essential for quality health care provision.

How the Rule Works
The Privacy Rule addresses the use and disclosure of PHI for marketing purposes by:
· Defining what is "marketing" under the Rule;

· Excepting  from  that  definition  certain  treatment  or  health  care  operations activities;

· Requiring client authorization for all uses or disclosures of PHI for marketing purposes with limited exceptions.

What is Marketing:    The Privacy Rule defines "marketing" as making "a communication about a product or service that encourages recipients of the communication to purchase or use the product or service."   Generally, if the communication is "marketing," then the communication can occur only if the covered entity first obtains a client's "authorization".

Marketing also means: "An arrangement between a covered entity and any other entity whereby the covered entity discloses PHI to the other entity, in exchange for direct or indirect remuneration, for the other entity or its affiliate to make a communication about its own product or service that encourages recipients of the communication to purchase or use that product or service."

In addition, a covered entity may not sell PHI to a business associate or any other third party for that party's own purposes.   Moreover, covered entities may not sell lists of clients to third parties without obtaining authorization from each client on the list.

What is not Marketing

Exceptions The Privacy Rule carves out exceptions to the definition of marketing under the following three categories:

(1) 
A communication is not "marketing" if it is made to describe a health-related product or service or payment  f or  such  service  that is provided by or included in the plan of benefits of the covered entity making the communication.

(2)      A communication is not “marketing" if it is made for treatment or providing service to a client.

(3)     A communication is not "marketing" if it is made for case management or care coordination for the client, or to direct or recommend alternative treatments, services, health care providers, or settings of care for the client.

For any of the three exceptions to the definition of marketing, the activity must otherwise be permissible under the Privacy Rule, and a covered entity may use a business associate to make the communication. As with any disclosure to a business associate, the covered entity must obtain the business associate's agreement to use PHI only for communication activities of the covered entity.   

Marketing Authorizations and When Authorizations are NOT Necessary
Except as discussed, any communication that meets the definition of marketing is not permitted, unless the covered entity obtains a client's authorization.   If the marketing involves direct or indirect remuneration to the covered entity from a third party, the authorization must state that such remuneration is involved.

A communication does not require an authorization, even if it is marketing, if it is in the form of a face-to-face communication made by a covered entity to an individual; or a promotional gift of nominal value provided by the covered entity.

Advertising and Promotions
Information used for the purpose of advertising and/or promotions must be handled in the most confidential manner possible. The following procedures will be followed.

· In order for a client photo or name to be printed in newsletters and promotional materials, the client must sign a form authorizing the release of information.


· The release form will specify that no other personal data other than what is stated will be printed.  Should a special event involve the media, it is imperative that clients be informed that the covered entity may not be able to control what information the media will gather or what questions may be asked or put in print.
H. NOTICE OF PRIVACY PRACTICES
Content of Notice
AJFCS/LJRFS, as a covered entity, is required to provide a notice to clients in plain language that describes:

· How AJFCS/LJRFS may use and disclose protected health information (PHI) about a client.

· The client's rights with respect to the PHI and how the client may exercise these rights, including how the client may complain to AJFCS/LJRFS.

· AJFCS/LJRFS’s legal duties with respect to the PHI, including a statement that AJFCS/LJRFS is a covered entity and is required by law to maintain the privacy of PHI.

· Whom clients can contact for further information about AJFCS/LJRFS's privacy policies. The notice must include an effective date.

A covered entity is required to promptly revise and distribute its notice to clients whenever it makes material changes to any of its privacy practices. 

Providing the Notice

· AJFCS/LJRFS makes its notice available to any person who asks for it.

· AJFCS/LJRFS prominently posts and makes available its notice on any web sites it maintains that provides information about its services.

· AJFCS/LJRFS provides the notice to the client no later than the date of first service delivery and, except in an emergency service situation, makes a good faith effort to obtain the client's written acknowledgment of receipt of the notice at that time. If an acknowledgment cannot be obtained, AJFCS/LJRFS documents their efforts to obtain the acknowledgment as soon as possible and the reason why it was not obtained.

· When there are any changes in privacy policies, AJFCS/LJRFS makes available to clients a revised notice that is posted in a clear and prominent location at offices, or has a copy of the notice for clients to take with them upon request
I. AUTHORIZATION OF USE OR DISCLOSURE 
Use

HIPAA and HITECH place restrictions on how AJFCS/LJRFS uses PHI. The HIPAA definition assists in defining its appropriate use:

Use means, with respect to individually identifiable health information, the sharing, employment, application, utilization, examination, or analysis of such information within an entity that maintains such information.

The HITECH regulations impose additional controls or requirements on the use of the information, specifically expanding the concept of minimum necessary information. HITECH requires limited use, disclosure, or request of PHI, to the extent practicable, to a limited data set or to the minimum necessary. 
AJFCS/LJRFS:  

· Documents the location of their information (e.g., home computers, cell phones, files sent externally, application systems, databases, and spreadsheets)

· Ensures that users accessing application systems have the minimum necessary to accomplish their job

· Documents and reviews the access levels given to various workforce members (HIPAA security requirement)

· Reviews who has access to raw database data and documents the reports created
· When appropriate removes identifiers from PHI when responding to requests for uses (internal) and disclosures (external) and limits access to the field level (e.g., do they need diagnosis, Social Security numbers, birth dates versus birth month and year, patient name)

· Review all files sent externally, document what is contained on the file, and apply minimum necessary standards to limit information

The Red Flags Rule requires most healthcare organizations to establish medical identity theft prevention measures
Disclosure

When organizations send or share information outside the organization, they are disclosing information. HIPAA defines disclosure as “the release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information.”
While HITECH does not change this definition, it does change the accounting of such disclosures for organizations using an electronic health record.  All external disclosures are documented in the Welligent client and fiscal records.
J. CLIENT REQUEST FOR RESTRICTION ON USES AND DISCLOSURES OF CONFIDENTIAL COMMUNITATION

Restriction Request Rules
Currently, HIPAA allows an individual to request that certain PHI not be used by a covered entity or business associate. This is known as a restriction request.  The law does not allow the covered entity to decline some, but not all, such requests. A covered entity must comply with the restriction request in certain circumstances (if the disclosure is to a health plan for purposes of carrying out payment or health care operations (not treatment) and the PHI pertains solely to a health care service for which the health care provider has been paid in full).

K. PARENTAL ACCESS TO PHI CONCERNING CHILDREN
Parents generally have the right to make health care decisions for their children and so are by default considered the personal representatives for decisions about protected health information (PHI) access, use and disclosure for emancipated minors. This would also be true in the case of a guardian or other individual acting in loco parentis. However, minors as they grow older have varying degrees of "emancipation" for health care decision-making, and so, with that, comes control over PHI associated with those decisions

Accordingly, the general rule of parental/personal representative control for minors' PHI is subject to three important general exceptions:

· when state law does not require consent of a parent/personal representative before a minor can obtain a particular form of treatment (e.g., HIV testing, mental health services), the minor controls information associated with that treatment;

· when a court determines or other law authorizes someone other than the parent to make treatment decisions for a minor, that other person or entity controls the information associated with the controlled treatment (it may in some cases be the minor him- or herself);

· when a parent/personal representative agrees to a confidential relationship between a health care provider and a minor, the personal representative does not have access to information associated with that agreement (unless the minor permits it).

Even in these "exceptional" situations, however, state laws which specifically address disclosure of health information about a minor to a parent/personal representative preempt HIPAA, regardless of whether they prohibit, mandate or allow discretion about a disclosure. While HIPAA generally allows preemption by state privacy laws only where they are "stricter," this is an area of almost total deference.

State law preempts federal law on the issues of parents' vs. minors' access to and control of information, as long as it is clear. When "state or other law is silent or unclear concerning parental access to the minor’s [PHI], a covered entity has discretion to provide or deny a parent with access to the minor’s health information, if doing so is consistent with state or other applicable law, and provided the decision is made by a licensed health care professional in the exercise of professional judgment."

As would be expected, there are also general exceptions to the "parental control" rule for the safety of the minor:

· if a provider has a "reasonable belief" that a child has been, or may be, subject to abuse or neglect, or that providing information to a parent/personal representative could endanger the minor, the provider may choose not to disclose;

· more generally, a provider may withhold information from a parent/personal representative if "in the exercise of professional judgment," it is decided that "it is not in the best interest of the individual to treat the person as the individual’s personal representative."

L. DISCLOSURE OF INFORMATION TO FAMILY MEMBERS
 

HIPPA allows a health care provider to communicate with a patient’s family, friends, or other persons who are involved in the patient’s care. In recognition of the integral role that family and friends play in a patient’s health care, the HIPAA Privacy Rule allows these routine – and often critical – communications between health care providers and these persons.  Where a patient is present and has the capacity to make health care decisions,   health care providers may communicate with a patient’s family members, friends, or other persons the patient has involved in his or her health care or payment for care, so long as the patient does not object.  The provider may ask the patient’s permission to share relevant information with family members or others, may tell the patient he or she plans to discuss the information and give them an opportunity to agree or object, or may infer from the circumstances, using professional judgment, that the patient does not object. A common example of the latter would be situations in which a family member or friend is invited by the patient and present in the treatment room with the patient and the provider when a disclosure is made.

 

Where a patient is not present or is incapacitated, a health care provider may share the patient’s information with family, friends, or others involved in the patient’s care or payment for care, as long as the health care provider determines, based on professional judgment, that doing so is in the best interests of the patient. Note that, when someone other than a friend or family member is involved, the health care provider must be reasonably sure that the patient asked the person to be involved in his or her care or payment for care.

 

In all cases, disclosures to family members, friends, or other persons involved in the patient’s care or payment for care are to be limited to only the protected health information directly relevant to the person’s involvement in the patient’s care or payment for care

M. CLIENT ACCESS TO PROTECTED HEALTH INFORMATION

Every client has the right to access his or her Protected Health Information. The right of access is not absolute and there may be situations where access is not allowed; however, AJFCS will respond to all requests to access a client’s health information. The Privacy Rule specifies the time for responding to requests for access. These time lines must be adhered to. 

1. A client will be notified of the right to access PHI in AJFCS Notice of Privacy Practices. The Notice of Privacy Practices is given to the client upon admission to the Agency.  

2. A client has the right to inspect and obtain a copy of PHI in his or her file except for information compiled in reasonable anticipation of, or for use in a civil, criminal, or administrative action or proceeding. 

3. Requests for access to PHI and release of information will be managed by the Agency’s Privacy Officer or designee. 

4. The client or representative will be provided with a copy of an Authorization: To Request PHI (“Access”) form upon receiving an inquiry from a client to obtain copies of his or her PHI. The request will not be evaluated until the form is completed. 
5. If a client or client’s personal representative requests to view or review PHI, the Agency must respond to the request within 30 days. 

6. A reasonable cost-based fee may be charged for the copies provided. The cost per page may not exceed the state statute for copying costs. In the absence of a state statute, the fee will include the cost of the supplies and labor used in preparing the copy and postage, if applicable. 
N. AMENDMENT OF HEALTH INFORMATION

An individual has the right to have AJFCS amend protected health information or a record about the individual in a designated record set for as long as the protected health information is maintained in the designated record set.  Because there is a lengthy list of requirements for amending or denying an amendment request, the agency lawyer will review all requests to ensure that all legal requirements are met. 

O. ACCOUNTING TO CLIENTS FOR DISCLOSURES OF INFORMATION

The HIPAA Privacy regulation gives patients the right to obtain an accounting of disclosures of their protected health information made by healthcare providers.  Accountings must include disclosures of PHI made in the six years prior to the date on which the accounting is requested, unless the patient requests an accounting of disclosures for a period less than six years.   The agency’s lawyer will review what the accountings do not need to include and what information must be included in the accounting.   AJFCS must act on the request for an accounting no later than 60 days after receipt of a request.  The first accounting requested by a client in any 12 month period is without charge.  A reasonable, cost-based fee may be charged for subsequent accountings if the provider informs the client in advance of the fee.
P. SUBMISSION OF COMPLAINTS
Anyone can file a complaint alleging a violation of Privacy, Security or Breach notification Rule. A complaint must:
1. Be filed in writing, either electronically via the OCR Complaint Portal, or on paper by mail, fax, or e-mail;

2. Name the covered entity or business associate involved and describe the acts or omissions you believe violated the requirements of the Privacy, Security, or Breach Notification Rules; and

3. Be filed within 180 days of when you knew that the act or omission complained of occurred. OCR may extend the 180-day period if you can show "good cause

Under HIPAA an entity cannot retaliate against the client for filing a complaint.
Q. COMPLAINT RESOLUTION PROCEDURES 

The Office of Civil Rights enforces the Privacy and Security Rules in several ways:

· by investigating complaints filed with it, 

· conducting compliance reviews to determine if covered entities are in compliance, and 

· performing education and outreach to foster compliance with the Rules' requirements. 

The Office of Civil Rights (OCR) also works in conjunction with the Department of Justice to refer possible criminal violations of HIPAA.  If OCR accepts a complaint for investigation, OCR will notify the person who filed the complaint and the covered entity named in it. Then the complainant and the covered entity are asked to present information about the incident or problem described in the complaint. OCR may request specific information from each to get an understanding of the facts. Covered entities are required by law to cooperate with complaint investigations.

If a complaint describes an action that could be a violation of the criminal provision of HIPAA, OCR may refer the complaint to the Department of Justice for investigation.

OCR reviews the information, or evidence, that it gathers in each case. In some cases, it may determine that the covered entity did not violate the requirements of the Privacy or Security Rule. If the evidence indicates that the covered entity was not in compliance, OCR will attempt to resolve the case with the covered entity by obtaining:

· Voluntary compliance;

· Corrective action; and/or

· Resolution agreement.

Most Privacy and Security Rule investigations are concluded to the satisfaction of OCR through these types of resolutions. OCR notifies the person who filed the complaint and the covered entity in writing of the resolution result.

If the covered entity does not take action to resolve the matter in a way that is satisfactory, OCR may decide to impose civil money penalties (CMPs) on the covered entity. If CMPs are imposed, the covered entity may request a hearing in which an HHS administrative law judge decides if the penalties are supported by the evidence in the case. Complainants do not receive a portion of CMPs collected from covered entities; the penalties are deposited in the U.S. Treasury.

R. MITIGATION

A covered entity must mitigate, to the extent practicable, any harmful effects that are known to the covered entity and that result from a use or disclosure of PHI in violation of its own privacy policies and procedures or the Privacy Rule by the covered entity or its business associates. Thus, mitigation is required, where practicable, for known harmful effects caused by the covered entity’s own workforce misusing or disclosing electronic PHI or by such misuse or wrongful disclosure by a business associate of the covered entity. While appropriate steps to mitigate harm caused by an improper use or disclosure in an electronic environment will vary based on a totality of the circumstances, some mitigation steps to consider would be: 
· Identifying the cause of the violation and amending privacy policies and technical procedures, as necessary, to assure it does not happen again; 

· Contacting the network administrator, as well as other potentially affected entities, to try to   retrieve or otherwise limit the further distribution of improperly disclosed information; 

· Notifying the individual of the violation if the individual needs to take self-protective 
      measures to ameliorate or avoid the harm, as in the case of potential identify theft.
S. NON-RETALIATION AND PROTECTION FOR WHISTELBLOWERS

AJFCS will not retaliate against any employee, client or other individual, for: 

· exercising any rights and processes mandated in HIPAA
· filing a complaint about an improper or unauthorized use or disclosure of a

           client's Protected Health Information.
· testifying, assisting, or participating in an investigation, compliance review,
           proceeding, or hearing related to HIPAA
Open Door Policy

AJFCS will maintain an "open door policy" at all levels of management to encourage individuals to report actual or suspected HIPAA problems and concerns.

Duty to report

Any AJFCS/LJRFS employee who observes or becomes aware of or suspects a wrongful use

or disclosure of PHI is expected to report his/her suspicion, concern or the wrongful

use or disclosure as soon as possible to his/her supervisor or the HIPAA Privacy Officer.

T. BREACH DISCOVERY AND NOTIFICATION
Following a breach of unsecured protected health information, covered entities must provide notification of the breach to affected individuals, the Secretary, and, in certain circumstances, to the media. In addition, business associates must notify covered entities if a breach occurs at or by the business associate.  Individual instructions for breach notification for the individual, media, Secretary and business associate can be found on the U.S. Department of Health & Human Services HHS.gov website. 
U. DEFINITIONS

· Breach: an impermissible use or disclosure under the Privacy Rule that compromises the security of privacy of protected health information

· Business Associates
Anyone who has access to patient information, whether directly, indirectly, physically or virtually. Additionally, any organization that provides support in the treatment, payment or operations is considered a business associate.

· Business Associate Agreement
The agreement standard document that clearly defines the roles and responsibilities of a business associate and the covered entity. The other key piece of the Business Associates Agreement is the assurance that businesses will take proper steps to implement the appropriate administrative, physical and technical safeguards.

· Covered entities" shall mean a health care provider, or its employees or subcontractors who transmit any health information.  AJFCS/LJRFS services falls within this category.  
· Covered services" shall mean "health" or "medical" services that are considered client services provided by AJFCS/LJRFS.   
· "Client information" shall mean protected health care information and/or individually identifiable health information of a client directly or indirectly associated with that service provision and that identifies the client

· Covered Entities (CE)
Anyone who provides treatment, payment and operations in healthcare. It could include a doctor’s office, dental office, clinics, psychologist, nursing home, pharmacy, hospital or home healthcare agency. This also includes health plans, health insurance companies, HMOs, company health plans and government programs that pay for health care. Health clearing houses are also considered covered entities.

· Electronic Health Records (EHR)
Electronic health records are any electronic record of patient health information generated within a clinical institution or environment, such as a hospital or doctor’s office. 
· Electronic Protected Health Information (EPHI)
All individually identifiable health information that is created, maintained or transmitted electronically.

· Health Information
Patient information collected by a health plan, health care provider, public health authority, employer, healthcare clearinghouse or other organization that falls under covered entity.

· Healthcare Insurance Portability and Accountability Act (HIPAA)
Developed in 1996, the acronym HIPAA stands for Healthcare Insurance Portability and Accountability Act. Initially created to help the public with insurance portability, they eventually built administrative simplifications that involved electronic, medical record technology and other components. In addition, they built a series of privacy tools to protect healthcare data.

· Health Information Technology for Economic and Clinical Health (HITECH)
In 2009, as part of the American Recovery and Reinvestment Act (ARRA), there was an act within that called HITECH, short for The Health Information Technology for Economic and Clinical Health Act. The act included incentives offered to physicians in private practices, as well as institutional practices to implement and adopt electronic medical records.  In addition to incentives, the act included a series of fines to help enforce HIPAA rules. HITECH also mandated that business associates of covered entities, as well as the covered entities themselves, were responsible for the same level of HIPAA compliance.

· HIPAA Violations
If a company fails to comply with HIPAA rules, they are subject to both civil and criminal penalties.

· Civil Penalties
Established by the American Recovery and Reinvestment Act of 2009 (ARRA), the tiered civil penalty structure below determines the cause and consequences of the HIPAA breaches. The Secretary of the Department of Health and Human Services has the ability to ultimately determine fines and penalties due to the extent of the violation on a case-by-case basis.  
Minimum fine: $100 per incident with annual maximum of $25,000 for repeat violations 
Maximum fine: $50,000 per violation with annual maximum of $1.5 million for repeat violations

· Reasonable Cause
The steps have been taken, but something was not addressed. For example, a company went into a HIPAA audit and provided a gap analysis, but something wasn’t addressed yet. The violation is due to reasonable cause and not wilful neglect. 
Minimum fine: $1,000 per incident with annual maximum of $100,000 for repeat violations 
Maximum fine: $50,000 per incident with annual maximum of $1.5 million for repeat violations

· Wilful Neglect
There are two types of wilful neglect. The first is when a company clearly ignores the HIPAA law but corrects their mistake within the given amount of time. 
Minimum fine: $10,000 per incident with annual maximum of $1.5 million for repeat violations 
Maximum fine: $50,000 per violation with annual maximum of $1.5 million for repeat violations 
The second type of wilful neglect is when a company ignores the HIPAA law and does not correct their mistake. 
Minimum fine: $50,000 per incident with annual maximum of $250,000 for repeat violations 
Maximum fine: $50,000 per incident with annual maximum of $250,000 for repeat violations

· Criminal Penalties
The U.S. Department of Justice established who can be held liable for HIPAA violations due to criminal activity. This includes covered entities and any specified individual working under a covered entity. Anyone who knowingly misuses health information can be fined up to $50,000 including up to a year of imprisonment. More serious offenses call for higher fines and prison time.

· Individually Identifiable Health Information
A subset of health information, this includes demographic information about an individual’s health that identifies or can be used to identify the individual. This includes name, address, date of birth, etc.

· Privacy Rule
The part of the HIPAA rule that addresses the saving, accessing and sharing of medical and personal information of an individual, including a patient’s own right to access.

· Protected Health Information (PHI)
This includes any individually identifiable health information collected from an individual by a healthcare provider, employer or plan that includes name, social security number, phone number, medical history, current medical condition, test results and more.

· Security Rule
The part of the HIPAA rule that outlines national security standards intended t protect health data created, received, maintained or transmitted electronically. 
V.  BREACH INVESTIGATION

Following the discovery of a potential Breach,  the Privacy Officer shall facilitate an investigation and conduct a risk of harm assessment. If a Breach is substantiated and notification is required, the Privacy Officer shall direct and oversee the process to notify each individual whose PHI has been, or is reasonably believed to have been, accessed, acquired, used, or disclosed as a result of the Breach. 

The Privacy Officer shall also direct and oversee the process of determining what additional external notifications are required or should be made (for example, Secretary of Department of Health & Human Services, media outlets, law enforcement officials.

 Upon determination that notification is required, the notice must be made without unreasonable delay and in no case later than 60 calendar days after the discovery of the breach. 

A Breach shall be treated as “discovered” as of the first day on which such breach is known.

AJFCS/LJRFS shall demonstrate that all notifications were made as required, including evidence

demonstrating the necessity of delay by retaining the supporting documentation. 
All documentation related to the investigation, risk of harm assessment, and notification shall

be retained by the Privacy Officer for six (6) years.
W. RISK ASSESSMENT AND ANALYSIS

"Risk Assessment" involves identification and evaluation of various risk factors and features:

· System features, including assets, i.e., data/information, software and hardware on all devices such as computers, laptops, smart phones, memory sticks...
· Threats/vulnerability (to assets).

· Control analyses (with control recommendations made).

· Safeguard identification (administrative, physical and technical analyses done with safeguard recommendations made to protect assets).

· Information flow analysis, where the covered entity must:
Identify and locate the e-PHI.

Identify how and from/to whom it flows.

Identify what the receiver of e-PHI does with the information.

Ascertain how the-PHI is stored.

Determine if the transitions involved are "covered".

Determine if the transition requires a Memorandum of Understanding

(MOU) between the parties or a Business Associate Agreement (BAA).

· Determine risk. Likelihood (of probability of the threats happening).

· Perform impact analysis (if threats to assets occur) including recommendations.

· Perform results documentation (of any and all steps leading up to outcomes).

"Risk Analysis" means analyzing risk assessment findings to recommend preventative features or capabilities to prevent, eliminate or mitigate system issues. These may include implementing:

· Access control features 

· Emergency access capability Automatic log-off features

· Auto log feature to record actions

· Authentication features

· Encryption capability (at rest and in transit) Accounting capability, i.e., for of disclosures of TPO

· Consistency of process in creating messages, detecting alterations, destruction of information, etc.

X. APPENDIX
· Breach Information Log
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This log will be submitted to the Secretary of the Department of Health and Human Services within 60 days after the year end.  Refer to http://www.hhsgov for how to submit this breach notification 
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